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VULNERABILITY BULLETINS

Cisco Addressed Nine Vulnerabilities Affecting
Multiple Products

(1) TLP:WHITE Sep 12, 2024

On September 11, 2024, Cisco issued advisories disclosing
vulnerabilities affecting multiple products, including Cisco I0S XR
Software, Crosswork Network Services Orchestrator (NSO), Optical
Site Manager, and RV340 Dual WAN Gigabit VPN Routers. The
vulnerabilities have CVSS scores ranging from 5 to 8.8. Some flaws
allow unauthenticated attackers to launch DoS attacks or execute
arbitrary code remotely.

The vulnerabilities are:

e CVE-2024-20304 - Cisco I0S XR Software UDP Packet
Memory Exhaustion Vulnerability

e CVE-2024-20381 - Multiple Cisco Products Web-Based
Management Interface Privilege Escalation Vulnerability

e CVE-2024-20317 - Cisco I0S XR Software Network
Convergence System Denial of Service Vulnerability

e CVE-2024-20406 - Cisco I0S XR Software Segment Routing
for Intermediate System-to-Intermediate System Denial of
Service Vulnerability

e CVE-2024-20398 - Cisco I0S XR Software CLI Privilege
Escalation Vulnerability

e CVE-2024-20483 and CVE-2024-20489 - Cisco Routed
Passive Optical Network Controller Vulnerabilities


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FT0E0C0RNnBUY522cwfYC9C24U%3Fdomain%3Dsec.cloudapps.cisco.com&data=05%7C02%7Cdsamuels%40aha.org%7C112a5e3713f34a5107c608dcd33edbc4%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638617514168432468%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=4DJQdoYVE%2FCzQaq%2Bo8jc4683hBieY4VD0o8uIPRdGrQ%3D&reserved=0

e CVE-2024-20390 - Cisco I0S XR Software Dedicated XML
Agent TCP Denial of Service Vulnerability

e CVE-2024-20343 - Cisco IOS XR Software CLI Arbitrary File
Read Vulnerability

There are currently no reports of any of the flaws being exploited.
Health-ISAC recommends applying available updates as soon as
possible as the most effective prevention from cyberattacks.

Recommendations

Members are additionally advised to review Health Industry
Cybersecurity Practices (HICP): Managing Threats and Protecting
Patients Resources for additional guidance on how to keep
organizations safe from cyberattacks.

Source:
Reference(s) Security Week, mimecastprotect, Security
Online, Cisco
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Access the Health-ISAC Threat Intelligence Portal

Enhance your personalized information-sharing community with improved threat visibility, alert
notifications, and incident sharing in a trusted environment delivered to you via email and
mobile apps. Contact membership@h-isac.org for access to Health-ISAC Threat Intelligence
Portal (HTIP).

For Questions or Comments
Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App. |E]

For more updates and alerts, visit: https://health-isac.cyware.com/webapp/

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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