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Broadcom released an advisory (VMSA-2024-0019) to address a pair 
of vulnerabilities affecting VMware vCenter Server and VMware 
Cloud Foundation.  

 
The first vulnerability, tracked as CVE-2024-38812, is the most 
severe of the two. It is a heap overflow security flaw in vCenter's 

Distributed Computing Environment/Remote Procedure Call 
(DCERPC) protocol implementation, in which an adversary can send 
a maliciously crafted packet to execute remote code. 

 
The second vulnerability, tracked as CVE-2024-38813, is a privilege 
escalation vulnerability that could allow an adversary to elevate 

privileges to root by sending a similar type of crafted network packet.  
 
Successful exploitation of both vulnerabilities requires an adversary 

to gain network access to vCenter Server in order to trigger the 
security flaws.  
 

Affected Products: 
 

• VMware vCenter Server  

o Versions 8.0 and 7.0 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FowjhCOYjvRul49gsEf8CGGwgF%3Fdomain%3Dsupport.broadcom.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244718145%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=mM3phL8VtSYLfuxhUB1qxBNBTf3dXdAt768nT2OIfco%3D&reserved=0


• VMware Cloud Foundation  
o Versions 5.x and 4.x 

Health-ISAC provides this information for situational awareness and 
encourages users to upgrade affected product versions. 
 

Recommendations: 

• Apply the available patch for affected versions. 
• Monitor systems and logs for any suspicious or unauthorized 

activity. 

• Ensure incident response plans are frequently tailored to 
address security breaches effectively. 

• Review the Health Industry Cybersecurity Practices (HICP): 

Managing Threats and Protecting Patients Resources. 

 

  

 

  
Reference(s)  
 

Broadcom, Bleeping Computer, Security 
Online, Security Week, The Register, The 
Hacker News, Help Net Security  
 

  

 

  

 

  
  

Alert ID f7c7080a  
 

 

 

    

 

 

  
  

View Alert 
Share Feedback 
was this helpful? 

 |   

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FowjhCOYjvRul49gsEf8CGGwgF%3Fdomain%3Dsupport.broadcom.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244732481%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=w7vuUJpxIISKRzzbWPfDBL5Xns1Q%2BChGabuCRKrJuIM%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FUVdkCPNkw8f9Mr2F0h6CxPhBb%3Fdomain%3D405d.hhs.gov&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244742249%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2BXezfv%2BrYL22lWaXwsnHGmY3wwKphdx%2Fr5e5OBIlCuc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FowjhCOYjvRul49gsEf8CGGwgF%3Fdomain%3Dsupport.broadcom.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244749781%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=zZIlWBiWmgF8CCXT3kKfQBv5ZsEYlvwUkx987CqcHYI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FTrcwCQWlxRhgrEKIMipCGDYcr%3Fdomain%3Dbleepingcomputer.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244756458%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=JDkkwflg2fY1DsJBLB7w7Q7LE8o8eseEcM3wdmEpnc4%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FwRboCR6my7ioBkpFOs4C1wpqA%3Fdomain%3Dsecurityonline.info&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244762587%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=sQwu0%2BqeKe2Y3ln3lhuGmDQyx%2FIn%2BuJu2hmGEVwda44%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FwRboCR6my7ioBkpFOs4C1wpqA%3Fdomain%3Dsecurityonline.info&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244762587%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=sQwu0%2BqeKe2Y3ln3lhuGmDQyx%2FIn%2BuJu2hmGEVwda44%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2Fo89xCVOqD9Um9LEhQtGCES43g%3Fdomain%3Dsecurityweek.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244768493%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=nUJ5gI1D37wDmvT6XMOuXBbXBQnYjsyoOnsyyNroQb8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2Fydw4CW6rERiZGgQfpuPCoj16A%3Fdomain%3Dtheregister.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244774431%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=aoAUjEp9WbXPFa5Ro6lJgckZiPyUK0QBLXWnqSQckJw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F21nCCXDvGRHj0ygf7C7CWK6_-%3Fdomain%3Dthehackernews.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244780276%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=NQ1KABqHPquKD0ip7btPPCQcPWzZa%2F%2FnyXSrccpZ3nI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F21nCCXDvGRHj0ygf7C7CWK6_-%3Fdomain%3Dthehackernews.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244780276%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=NQ1KABqHPquKD0ip7btPPCQcPWzZa%2F%2FnyXSrccpZ3nI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F1OXYCYEwJRcmOJvhjFVCxkeNK%3Fdomain%3Dhelpnetsecurity.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244786087%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=w4urceltX666ilI7xWgIid6aEbtqRYQxDQBzeRoiQqg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F2b7_CZ6xKRiA2VwuMHjCBna0b%3Fdomain%3Dhealth-isac.cyware.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244791876%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2F%2FjBEAK3YtruQT8hTZ7p3tCYs%2B1hSyWIKnfRNsZmEME%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F98J2C1wOoDCx5D0uAI9CVGyNj%3Fdomain%3Dhealth-isac.cyware.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244797793%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=BEFVy8xMqNBx%2FU7roo3Cik1YLBbTA%2FPM%2B94GsRB8n8w%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F4TFuC2kPpEcWOJ4upSRC5heFe%3Fdomain%3Dhealth-isac.cyware.com&data=05%7C02%7Cdsamuels%40aha.org%7Ca4bbd7bd7f624097f23208dcd7de1ff3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638622596244803722%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=oOg3sBZ5NCfaIg7eGjCoCSAIkh0ipx7%2F4pEdE9iGD4o%3D&reserved=0


  
Tags CVE-2024-38813, CVE-2024-38812, VMware Cloud Foundation, 
VMware vCenter Server 
 

 
TLP:WHITE Subject to standard copyright rules, TLP:WHITE 

information may be distributed without restriction. 
 

 
For Questions or Comments  

Please email us at toc@h-isac.org 
   

 

Download Health-ISAC’s Information Sharing App.  
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