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VULNERABILITY BULLETINS

Remote Code Execution Flaw (CVE-2024-21689) in
Atlassian Bamboo Data Center and Server
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On August 20, 2024, Atlassian released a security advisory to
address a high-severity vulnerability affecting its Bamboo Data
Center and Server software.

Bamboo Data Center and Server is a continuous integration and
continuous delivery (CI/CD) server that automates the building,
testing, and deployment of software applications.

Health-ISAC provides this information for situational awareness and
encourages users to update vulnerable Atlassian Bamboo Data
Center and Server instances.

The vulnerability, identified as CVE-2024-21689, has a 7.6 CVSS
score and is a privilege escalation security flaw that affects Bamboo
Data Center and Server versions 9.1.0 through 9.6.0.

Successful exploitation by an authenticated attacker allows for the
execution of arbitrary code within the Bamboo environment that can
negatively impact the confidentiality, integrity, and availability of
vulnerable Bamboo instances.


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FehStCG6JkEi0AvAfKfLuBes6O%3Fdomain%3Djira.atlassian.com&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793105511%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=EBpMtZi64ee%2FbOTb7WDaeKArFpSozvGi7bB0D%2B44S7Q%3D&reserved=0

The vast scope of the platform’s utility regarding its managing and
automation of the entire software development lifecycle influences
code versioning, deployment, and production environments.

Due to these far-reaching impacts, exploitation of vulnerable
instances may have the potential to compromise entire software
development pipelines.

Recommendations:

Health-ISAC recommends organizations review and assess their
level of risk to this vulnerability and take the necessary actions to
ensure appropriate security measures are implemented, including:

o Upgrade affected Bamboo Data Center and Server instances
to the latest version.
o Ifimmediate updating is not feasible, users upgrade to one of
the specified supported fixed versions:
o Bamboo Data Center and Server 9.2: Upgrade to a
release greater than or equal to 9.2.17
o Bamboo Data Center and Server 9.6: Upgrade to a
release greater than or equal to 9.6.5
o Review the Health Industry Cybersecurity Practices (HICP):
Managing Threats and Protecting Patients Resources.

Reference(s) Security Online, Atlassian, Atlassian

Release Date
Aug 22, 2024 (UTC)

Alert ID c3f2edbf

View Alert

Share Feedback
was this helpful? i€ | &0


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F-mhRCJ6MnRi1KNKuGhOuyEPWq%3Fdomain%3D405d.hhs.gov&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793118403%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=E64rM8Ui%2FqHwGbPq%2FtuoJZXchauPMjEO8jGUFeezPy4%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FOd7lCKrNoRUB4V4U3iKu5eEN8%3Fdomain%3Dsecurityonline.info&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793538726%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=SmVpWYuwLDrGlAODz6fXCT4nPcXiLALf4AnKwVx6fQw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FehStCG6JkEi0AvAfKfLuBes6O%3Fdomain%3Djira.atlassian.com&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793550219%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Km1YK6AxSpCtV4KWTeoOhh%2BoU4jpNLrwNDYPV6tpY0Q%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FAGzMCL9OpRTmQ6QcmsBuyJgS-%3Fdomain%3Dconfluence.atlassian.com&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793556662%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=IvnVpaKxVtIrGo8YUorBPm3yGhifuNrtd1WqWBFbONo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2F1-WZCM8Pq6CRzNzFQtMu8TUOO%3Fdomain%3Dhealth-isac.cyware.com&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793562772%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=pGwc%2Bra6CYJnKdvdHTF3VV%2FA84AK6%2F2g5Fm4yTplOVU%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2Fx5GZCNkgrRcEj4jF0ujuyR2xE%3Fdomain%3Dhealth-isac.cyware.com&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793568701%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VwdM2PNWdoBEgqDvlos5gNjxr%2FGV19K5N85vIL7WULs%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Furl.us.m.mimecastprotect.com%2Fs%2FfG4pCOYjvRu0vWvfACjuGVtzv%3Fdomain%3Dhealth-isac.cyware.com&data=05%7C02%7Cdsamuels%40aha.org%7C22d317444c624cceca7208dcc1dd9a88%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638598404793574431%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=RJZMzHY31mRgfvmiXqWS8eyec4CMMJ140E%2FexfLN0jU%3D&reserved=0

Tags Bamboo Server, Bamboo Data Center, CVE-2024-21689,
Atlassian

TLP:WHITE Subject to standard copyright rules, TLP:WHITE
information may be distributed without restriction.

Access the Health-ISAC Threat Intelligence Portal

Enhance your personalized information-sharing community with improved threat visibility,
alert notifications, and incident sharing in a trusted environment delivered to you via emalil
and mobile apps. Contact membership@h-isac.org for access to Health-ISAC Threat
Intelligence Portal (HTIP).

For Questions or Comments
Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App. |@

For more updates and alerts, visit: https://health-isac.cyware.com/webapp/

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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