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Progress Software disclosed a batch of critical vulnerabilities 
affecting WhatsUp Gold. WhatsUp Gold is a network monitoring 

application that allows users to track the uptime and availability of 
servers and services running on them.  
 

The set of vulnerabilities affects WhatsUp Gold versions older than 
2024.0.0 and leverages SQL Injection techniques (SQLi), which can 
allow adversaries to gain unauthorized access to sensitive data and 

escalate privileges within the network. The vulnerabilities include: 
 

• CVE-2024-6670 
• CVE-2024-6671 

• CVE-2024-6672 

 
Of the three vulnerabilities, CVE-2024-6670 and CVE-2024-6671 can 

be exploited to allow an attacker to retrieve encrypted passwords 
through SQL injection attacks targeting single-user configured 
instances.  

 
The other vulnerability, tracked as CVE-2024-6672, likely involves 
additional steps within the kill chain as successful exploitation 

requires the adversary to be authenticated. However, once the 

 



adversary acquires the necessary credentials, the vulnerability allows 
them to escalate the privileges of the compromised account by 

modifying a privileged user’s password.  
 
There is no evidence that indicates the vulnerabilities are being 

actively exploited. However, considering the active exploitation of a 
previous WhatsUp Gold vulnerability, Health-ISAC encourages users 
to upgrade affected Progress WhatsUp Gold versions as soon as 

possible. 
 
Recommendations:  

 
Health-ISAC recommends organizations review and assess their 
level of risk to this vulnerability and take the necessary actions to 

ensure appropriate security measures are implemented, including: 
 

• Updating affected WhatsUp Gold versions. 

• Review the Health Industry Cybersecurity Practices (HICP): 
Managing Threats and Protecting Patients Resources. 
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Access the Health-ISAC Threat Intelligence Portal  
Enhance your personalized information-sharing community with improved threat visibility, 
alert notifications, and incident sharing in a trusted environment delivered to you via email 
and mobile apps. Contact membership@h-isac.org for access to Health-ISAC Threat 
Intelligence Portal (HTIP).  
 

 

For Questions or Comments  
Please email us at toc@h-isac.org 
   

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more updates and alerts, visit: https://health-isac.cyware.com/webapp/  
 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  
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