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On August 7, 2024, Cybersecurity and Infrastructure Security Agency (CISA), in partnership with the

Federal Bureau of Investigation (FBI)—released an update to joint Cybersecurity Advisory

#StopRansomware: Royal Ransomware, #StopRansomware: BlackSuit (Royal) Ransomware. The updated

advisory provides network defenders with recent and historically observed tactics, techniques, and

procedures (TTPs) and indicators of compromise (IOCs) associated with BlackSuit and legacy Royal

activity. FBI investigations identified these TTPs and IOCs as recently as July 2024.

For additional information, please see the full report attached.
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Share Threat Intel:

For guidance on sharing indicators with Health-ISAC via HTIP, please visit the Knowledge Base article

"HTIP - Share Threat Intel" here.

The "Share Threat Intel" feature allows for attributed or anonymous sharing across ISACs and other

cybersecurity-related entities.

For Questions or Comments:

Please email us at toc@h-isac.org

https://health-isac.cyware.com/webapp/user/knowledge-base/22d87ff7
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