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On March 26, 2024, Cisco released an advisory stating that its threat 
intelligence team, Cisco Talos, has observed a concerning uptick in 

password spray attacks against Remote Access Virtual Private 
Network (RAVPN) services on devices that use Cisco Secure 
Firewall.  According to Cisco Talos, this activity is most likely 

associated with reconnaissance efforts.   
 
To identify this activity in member environments, Cisco notes that a 

staggering amount of authentication requests in system logs are 
indicative of this activity. The organization has viewed instances of 
this campaign where hundreds of thousands of authentication 

requests were made. It has also been reported that this campaign is 
capable of making millions of requests for systems. Also, in this 
campaign, the username is always hidden in the logs until the no 

logging hide username command is configured on the Adaptive 
Security Appliance (ASA).   
 

It is also important to note that an independent security researcher, 
Aaron Martin, has attributed this activity to the previously 
undocumented Brutus Botnet.     
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Access the Health-ISAC Intelligence Portal  
Enhance your personalized information-sharing community with improved threat visibility, 
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