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On June 22, 2023, HC3 released the following analyst note on "SEO 
Poisoning." 

Search engine optimization (SEO) poisoning, considered a type of 
malvertising (malicious advertising), is a technique used by threat 
actors to increase the prominence of their malicious websites, making 

them look more authentic to consumers. SEO poisoning tricks the 
human mind, which naturally assumes the top hits are the most 
credible, and is very effective when people fail to look closely at their 

search results. This can lead to credential theft, malware infections, 
and financial losses. As more organizations utilize search engines 
and healthcare continues to digitally transform, SEO poisoning is 

becoming a larger security threat. HC3 has observed this attack 
method being used recently and frequently against the U.S. 
Healthcare and Public Health (HPH) sector 

To see the full report, see the attachments section.  
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This Alert has 1 attachment(s). To view or download the attachment(s), click 
"View Alert" to login to the web portal. 
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For Questions and/or Comments  

Please email us at contact@h-isac.org 
 

 
Turn off Categories  

For guidance on disabling this alert category, please visit the Knowledge Base article CSAP 
"Alert Categories" Toggle Documentation at the link address provided here: https://health-
isac.cyware.com/webapp/user/knowledge-base 
 

 
Knowledge Base  

Check out our Knowledge Base for HITS integration documentation. https://health-
isac.cyware.com/webapp/user/knowledge-base/f4b0c136/ 
   

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more update and alerts, visit: https://health-isac.cyware.com  
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