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Please see the attached weekly threat brief from the HHS Health Sector 

Cybersecurity Coordination Center (HC3). This week's briefing is on An Analysis 

of the Russia/Ukraine Conflict and covers the following topics:  

 Russo-Ukrainian War: A Timeline  
 Roots of the Conflict  
 The World Responds  

 ... As Does Hacktivist Group Anonymous…  
 …And the Conti RaaS Group  
 Russian Attacks on Healthcare in Recent History: NotPetya  

 Russian Attacks on Healthcare in Recent History: FIN12  
 Russian Attacks on Healthcare in Recent History: Ryuk  
 Russian Cyber Operations Against Ukraine  

 HermeticWiper  
 WhisperGate  
 Potential Impact on the U.S. HPH  

 



 Best Practices and Mitigations  
 Russian Tactics, Techniques, Procedures  
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HC3 Threat Briefing Briefing document and presentation that 

provides actionable information on health sector cybersecurity threats 
and mitigations. Analysts present current cybersecurity topics, 
engage in discussions with participants on current threats, and 

highlight best practices and mitigation tactics. 
 

 
For Questions or Comments Please email us at toc@h-isac.org 
   

 

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more update and alerts, visit: https://health-isac.cyware.com  

 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  
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