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On March 30, 2022, the Federal Bureau of Investigation (FBI)
released an FBI-PIN alert (20220330-001) informing Government
Facilities Sector (GFS) partners of cyber actors conducting
ransomware attacks on local government agencies resulting in
disruptions for operational services, risks to public safety, and
financial losses.

Ransomware attacks against local government entities and the
subsequent impacts are especially significant due to the public's
dependency on critical utilities, emergency services, educational
facilities, and other services overseen by local governments, making
them attractive targets for cybercriminals.


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ic3.gov%2FMedia%2FNews%2F2022%2F220330.pdf&data=04%7C01%7Cdsamuels%40AHA.ORG%7C2bdb9e694d3a43e1beb208da1353de26%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637843548199096034%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=i6cuJvEfmNB5c8HxqL0lJzpcEve9me%2FO6jZaXZI2w0E%3D&reserved=0

According to victim incident reporting to the FBI between January and
December 2021, local government entities within the GFS were the
second-highest victimized group behind academia.

Please see the full report, also attached, for additional information
including the scope of the threat and recommendations, here.
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For Questions or Comments Please email us at toc@h-isac.org

FBI The FBI encourages recipients of this document to report
information concerning suspicious or criminal activity to their local FBI
field office or the FBI's 24/7 Cyber Watch (CyWatch). Field office
contacts may be identified at www.fbi.gov/contact-us/field. Contact
CyWatch by telephone at 855-292-3937 or by email at
CyWatch@fbi.gov.
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Download Health-ISAC’s Information Sharing App. |E]

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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