£5 H-1ISAC

HEALTH - ISAC

o

INFORMATIONAL

NSA Releases Network Infrastructure Security
Guidance for Network Administrators

5 H-ISAC

HEALTH - ISAC

(1) TLP.WHITE

The United States National Security Agency (NSA) has released a
new Cybersecurity Technical Report (CTR): Network Infrastructure
Security Guidance. The report captures several best practices based
on the depth and breadth of experience in supporting organizations
and responding to threats. Network environments are dynamic and
evolve as new technologies, exploits, and defenses affect them.
While compromise occurs and is a risk to all networks, network
administrators can greatly reduce the risk of incidents as well as
reduce the potential impact in the event of a compromise. This
guidance featured here in this alert focuses on the design and
configurations that protect against common vulnerabilities and
weaknesses on existing, targeted networks.

The report classified the best practices into several areas, including
network architecture and design, security maintenance,
authentication, authorization, accounting, remote logging and
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monitoring, administrator accounts, and passwords.
Recommendations include perimeter and internal network defenses
to improve monitoring and access controls throughout the network.
When it comes to security maintenance, NSA calls on organizations
to verify software and configuration integrity, maintain updated
operating systems and software, stay current with vendor-backed
hardware and maintain proper file system and boot management.

Health-ISAC is sharing this CTR for your internal security awareness
and as a compendium for network best practices within your
technological environment. The full report, which is attached to this
alert in Health-ISAC Threat Intelligence Portal (HTIP) for your
convenience, can also be accessed here.
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personalized information-sharing community with improved threat
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