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Measures to Protect Against Potential Critical
Threats
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On January 18, 2022, the Cybersecurity and Infrastructure Security
Agency (CISA) released a CISA Insights report in response to recent
malicious cyber incidents in Ukraine including the defacement of
government websites and the presence of potentially destructive
malware on Ukrainian systems. Both cyber incidents have recently
been published by the Health-ISAC Threat Operations Center,
available for review here and here.

The CISA Insights distribution strongly urges leaders and network
defenders to be on alert for malicious cyber activity and provides a
checklist of concrete actions that every organization, regardless of
sector or size, can action immediately.


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2Fdec97d10&data=04%7C01%7Cdsamuels%40AHA.ORG%7Cc4076eb8648b44e8ad1208d9db64788f%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637782046851696162%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=ybpasmVyOoGDCJpqJ0uUTEqXb%2FeiWwxCxouIbq0jTRY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2Fe8369d1d&data=04%7C01%7Cdsamuels%40AHA.ORG%7Cc4076eb8648b44e8ad1208d9db64788f%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637782046851696162%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=U7k%2Bg8luhSCzK5CGm0ZxgOxsqW2OwtkmQH0QndlKwYM%3D&reserved=0

The full report, which is attached and can be accessed here, contains
steps to follow to reduce the likelihood and impact of a potentially
damaging compromise.
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CISA CISA is the Nation’s risk advisor, working with partners to
defend against today’s threats and collaborating to build more secure
and resilient infrastructure for the future.

For Questions or Comments Please email us at toc@ h-isac.org

Download Health-ISAC’s Information Sharing App. |E]

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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