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A new Windows 10 and 11 local elevation of privilege vulnerability 
has been discovered that enables users with low privileges to access 

sensitive Registry database files. 

 

An attacker who successfully exploited this vulnerability, designated 

CVE-2021-36934, could run arbitrary code with full SYSTEM 
privileges. An attacker could then install programs, view, change, or 
delete data, or create new accounts with full user rights. The attacker 

must have already gained the ability to execute code on the target 
system in order to exploit the flaw. 

 

 



Microsoft has released workarounds and additional mitigations 
strategies to mitigate this new vulnerability, which can be accessed in 

this alert. 
 

The Windows Registry acts as the configuration repository for the 

Windows operating system and contains hashed passwords, user 
customizations, configuration options for applications, system 
decryption keys, and more. The database files associated with the 

Windows Registry are stored under the 
C[:]\Windows\system32\config folder and are broken up into different 
files. 

 

As these files contain sensitive information about all user accounts on 
a device and security tokens used by Windows features, they should 
be restricted from being viewed by regular users with no elevated 

privileges. This is also true for the Security Account Manager (SAM) 
file, as it contains hashed passwords for all users on a system, which 
a threat actor can use to assume their identity. 

 

Security researchers discovered that the Windows 10 and Windows 
11 Registry files associated with the Security Account Manager 
(SAM), and all other Registry databases, are currently accessible to 

the Users group that has low privileges on a device. These low 
permissions were confirmed by researchers on a fully patched 
Windows 10 20H2 device. With these low file permissions, along with 

shadow volume copies of the files, a threat actor with limited 
privileges on a device can extract the NTLM hashed passwords for all 
accounts on a device and use those hashes in pass-the-hash attacks 

to gain elevated privileges. 
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Workarounds: 

 

 Restrict access to the contents of %windir%\system32\config, 

either via Command Prompt or Windows PowerShell.  
o Open Command Prompt as an administrator:  

 Run the following command: icacls 

%windir%\system32\config\*.* /inheritance:e 
o Open Windows PowerShell as a administrator:  

 Run the following command: icacls 

$env:windir\system32\config\*.* /inheritance:e 
 Delete Volume Shadow Copy Service (VSS) shadow copies:  

o Delete any System Restore points and Shadow 

volumes that existed prior to restricting access to 
%windir%\system32\config. 

o Create a new System Restore point (if desired). 

 Impact of workaround:   
o Deleting shadow copies could impact restore 

operations, including the ability to restore data with 

third-party backup applications. 

 

Additional info on how to delete shadow copies is available in the 
Microsoft KB5005357- Delete Volume Shadow Copies support 

document. 
 

Sources  

Microsoft: Windows Elevation of Privilege Vulnerability 

Bleeping Computer: New Windows 10 Vulnerability Allows Anyone to 
Get Admin Privileges 

Malware Bytes: HiveNightmare zero-day lets anyone be SYSTEM on 
Windows 10 and 11 

KB5005357- Delete Volume Shadow Copies 
 

  

Alert ID 7d560b05  
 

 

 

    

 

  
  

View Alert 

  
 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Ftopic%2F1ceaa637-aaa3-4b58-a48b-baf72a2fa9e7&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405892773%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=xpIakLmKFlTncZY2iY1bdMdKh1dYy9lBNtYmDafJa6Y%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmsrc.microsoft.com%2Fupdate-guide%2Fvulnerability%2FCVE-2021-36934&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405902738%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=nj1CGuqGE7ZE8P%2FrLgasCnzjLd%2FFdu56lV2sWsEdPVU%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fmicrosoft%2Fnew-windows-10-vulnerability-allows-anyone-to-get-admin-privileges%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405902738%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=F2b034jhXJD2P%2BJk1hs6ZxPM3EcS6WTBCMy69C%2FKlSY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fmicrosoft%2Fnew-windows-10-vulnerability-allows-anyone-to-get-admin-privileges%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405902738%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=F2b034jhXJD2P%2BJk1hs6ZxPM3EcS6WTBCMy69C%2FKlSY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fblog.malwarebytes.com%2Fexploits-and-vulnerabilities%2F2021%2F07%2Fhivenightmare-zero-day-lets-anyone-be-system-on-windows-10-and-11%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405902738%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=1GnXV2pKxvKLqldLcXLmPxyVIJIwUcqLTW8VUPwW7s8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fblog.malwarebytes.com%2Fexploits-and-vulnerabilities%2F2021%2F07%2Fhivenightmare-zero-day-lets-anyone-be-system-on-windows-10-and-11%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405902738%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=1GnXV2pKxvKLqldLcXLmPxyVIJIwUcqLTW8VUPwW7s8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Ftopic%2F1ceaa637-aaa3-4b58-a48b-baf72a2fa9e7&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405912687%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=9yQLQ9Gd5NjYv9K5VR30A4jNnlI4TxkXvqmr9BBpHlw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F7d560b05&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405912687%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=BP5OfYrrGi39HtgGGmV2gjtGcX0wT59mmthxBkpKki4%3D&reserved=0


Tags Windows 11, Registry Database, Elevation of privilege 
vulnerability, Windows 10 Vulnerability, SYSTEM 
 

 
TLP:WHITE Subject to standard copyright rules, TLP:WHITE 
information may be distributed without restriction. 
 

 
For Questions or Comments Please email us at toc@h-isac.org 
   

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more update and alerts, visit: https://health-isac.cyware.com  

 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  

 

 

 

 

mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405922640%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=wZjt0dwIF%2BUKdDC8DGfz5jWdorJzIjaIu0RZU0lakkY%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fitunes.apple.com%2Fin%2Fapp%2Fcyware-pro-for-organizations%2Fid1193942672%3Fmt%3D8&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405912687%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=6L2E7TsB0YtMsWwsv%2B1RYeV4Ihzxbyvvp%2F1TM73%2FApc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fplay.google.com%2Fstore%2Fapps%2Fdetails%3Fid%3Dcom.cyware.enterprise.android%26hl%3Den&data=04%7C01%7Cdsamuels%40AHA.ORG%7C5e7c2441fe4e46e35fb308d94d2ebc5b%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637625685405922640%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=8J2AMMZIJT1tHa3WcW1fV4W5uiIyTVlBSBY6sPIO6Go%3D&reserved=0

