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On July 19, 2021, the Federal Bureau of Investigation (FBI) released a Private
Industry Notification (PIN 20210719-001), to warn entities associated with the
Tokyo Summer Olympics about cyber actors looking to negatively impact the
event via malicious activities including distributed denial-of-service (DDoS)
attacks, ransomware, social engineering, phishing campaigns, or insider threats
to interfere with live broadcasts of the event, compromise sensitive data, or
impact public or private digital infrastructure supporting the Olympics.

The FBI to date is not aware of any specific cyber threats against these
Olympics, but encourages associated entities to remain vigilant and maintain
best practices in their network and digital environments.

Please review the Private Industry Notification for full report details including
recommendations and best practices for networks, remote work environments,
ransomware prevention, and user awareness.
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FBI The FBI encourages recipients of this document to report
information concerning suspicious or criminal activity to their local FBI
field office or the FBI's 24/7 Cyber Watch (CyWatch). Field office
contacts may be identified at www.fbi.gov/contact-us/field. Contact
CyWatch by telephone at 855-292-3937 or by email at
CyWatch@fbi.gov.

Download Health-ISAC’s Information Sharing App. |@

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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