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Please see the attached weekly threat intelligence briefing from the HHS Health 

Sector Cybersecurity Coordination Center (HC3). This week's briefing is 

on Evolution of Ryuk and covers the following topics:  

 What is Ryuk?  

 A New Ryuk Variant Emerges in 2021  

 Progression of a Ryuk Infection  

 Infection Chains  

 Incident: Late September Attack on a Major US Hospital Network  

 Incident: Late October Attack on US Hospitals  

 UNC1878 – WIZARD SPIDER  

 



 Danger to the HPH Sector  

 Mitigations and Best Practices  

 References 
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HC3 Threat Briefing Briefing document and presentation that 
provides actionable information on health sector cybersecurity threats 

and mitigations. Analysts present current cybersecurity topics, 
engage in discussions with participants on current threats, and 
highlight best practices and mitigation tactics. 
 

 
For Questions or Comments Please email us at toc@h-isac.org 
   

 

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more update and alerts, visit: https://health-isac.cyware.com  
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please contact us at toc@h-isac.org.  
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