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On 12 April 2021, security researchers disclosed a series of medium,
high and critical severity DNS vulnerabilities impacting the TCP/IP
stacks present in potentially millions of enterprise and consumer
devices, with organizations in the healthcare and government sectors
impacted most. The flaws could enable threat actors to take affected
devices offline or gain control over them. While some patches have
been released and mitigations are available, many organizations may
encounter hurdles applying the patches where centralized
vulnerability management is not an option and many device owners
may not even be aware that devices contain these vulnerable TCP/IP
stacks. Mitigations for the HPH sector can be found at the end of the
attached report here.


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fdashboard%2Fdoc-library%2Ffa22d747-6246-46ea-86c1-42c3fe107f39&data=04%7C01%7Cdsamuels%40AHA.ORG%7C8e05aae7051e484281ba08d900db9da3%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637541765521185763%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=4B5jo6%2Bneiagp6dNc5KMvZGUPUAktFar8Z8QjwvdwLY%3D&reserved=0
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Access the Health-ISAC Intelligence Portal Enhance your
personalized information-sharing community with improved threat
visibility, new notifications, and incident sharing in a trusted
environment delivered to you via email and mobile apps. Contact
membership@ h-isac.org for access to Cyware.

For Questions or Comments Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App. |@

For more update and alerts, visit: https://health-isac.cyware.com
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