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Health-ISAC, in cooperation with the American Hospital Association, 

has published our Strategic Threat Intelligence: Preparing for the 
Next "SolarWinds" Event report, which focuses on the key 

characteristics contributing to many enterprise network compromises, 
including the recent SolarWinds Orion incident. 

The paper is meant for all audiences, non-technical and technical, as 
it presents strategic level decision elements that senior leaders 

including C-Suite Executives can use to help understand the risks 
involved with certain enterprise IT systems in their network 
environment.  The intelligence also provides detailed technical 

analysis and recommendations for IT and information security teams 

 



to help address immediate concerns by providing tactical mitigations 
and recommendations.  For our technical audience, this paper 

presents a detailed analysis of characteristics that allowed the 
SolarWinds incident to affect multiple industries, organizations, and 
systems. 

 
The ability to extract the characteristics and features of SolarWinds 
could allow organizations to predict and hopefully prevent the next 

“SolarWinds”-like event in their enterprise environments. 

Key topics from the report include: 

 Executive Summary 
 SolarWinds - Characteristics that made the attack possible 

 Other examples from the past  
 HP OpenView (2009) 
 Wannacry (2017) 

 Petya and NotPetya (2017) 
 SAP Solution Manager (SolMan) (2021) 

 Technical Recommendations 

 Recommendations from Health-ISAC and AHA 
 Resources 

Please see the attached research paper here. You may also access 

the content by navigating to the Doc Library in our Cyware Portal 
under Archives > Research Papers > H-ISAC AHA White Paper The 
Next SolarWinds.pdf 
 

  

 

  
Reference(s)  
 

Bleeping Computer, GitHub, cisa, Core 
Security, DHS, NIST-NVD, Network 
World, phe, Microsoft, Health-ISAC, cisa, 
ZDNet  
 

  

 

  

 

  

Release Date  

Apr 09, 2021 
 

Sources  

NIST: CVE-2003-0746: Various Distributed Computing Environment 
(DCE) for HP OpenView 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fdoc-library%2F333b8d73-86d2-497b-b662-2bf93490c62a&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603470396%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=GhhxMsjau4cyCF59SO1%2FRt4OG6UU7m4hVDNoPe9SJ2c%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fdoc-library%2Fbe18052c-aab7-4be9-9993-6397d0b9fda3&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603480389%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=ixrbOW55Q74T6Jv0dGHIM7VabMGKzyFvsnb31ReFVOM%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fmicrosoft-shares-codeql-queries-to-scan-code-for-solarwinds-like-implants%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603480389%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=7VDMTLqmHKqGCwzMPWKtO%2FE8dvXIlaUiI%2BEGvfinTy0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fgithub%2Fcodeql%2Fblob%2Fcba9f421ad3ec153c5a6c4167bca5868502c8fab%2Fcsharp%2Fql%2Fsrc%2Fexperimental%2FSecurity&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603490383%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Ugm8DZr0MUe7iUZZPhI81K7lSOZWZ1Rnsp%2BeC6EMmLw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa20-352a&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603500377%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Y9mynVoZMSGM4qSeIlz8V6RsoSIT1FDFSn7NOjAOSek%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.coresecurity.com%2Fcore-labs%2Fadvisories%2Fopenview-buffer-overflows&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603500377%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=GORa2JNfJFW%2BcLMtyTGbGzVz7U%2BZjyfkr%2FvA%2BtRXnec%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.coresecurity.com%2Fcore-labs%2Fadvisories%2Fopenview-buffer-overflows&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603500377%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=GORa2JNfJFW%2BcLMtyTGbGzVz7U%2BZjyfkr%2FvA%2BtRXnec%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcyber.dhs.gov%2Fed%2F21-01%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603510375%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=J%2BSr7LshZJ9YMuS%2FCbnYJSSmApjtXVDlfzLjOwmD484%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fvuln%2Fdetail%2FCVE-2003-0746&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603510375%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=B9jNBpTge%2FH3Ie6GtpjeSBeI9oSWmN%2BhIWYMlc%2Fzq3k%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.networkworld.com%2Farticle%2F2240268%2Fhp-patches-openview-vulnerabilities.html&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603520363%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=JjffpuWneHGc%2BsSDiuAvA%2FOmfqTZ1Z3ZOOjAx5xrHys%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.networkworld.com%2Farticle%2F2240268%2Fhp-patches-openview-vulnerabilities.html&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603520363%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=JjffpuWneHGc%2BsSDiuAvA%2FOmfqTZ1Z3ZOOjAx5xrHys%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.phe.gov%2FPreparedness%2Fplanning%2F405d%2FPages%2Fhic-practices.aspx&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603520363%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=%2BYzSpL8HQu8Qr7fsUjacwVFbaQSrfC73wKaKUy2%2FCHc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fblog%2F%3Fp%3D92881&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603530360%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=qxqcgPTq5tgHATluq8BTobu6vfL%2FzXESnds%2BiTehK%2FI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F0b84eb57&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603530360%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=N8lZ5LDHoWVYqW%2Ftsp1UqfTex5RPEYbW2ieUVkgfMnc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews%2F2020%2F12%2F13%2Fcisa-issues-emergency-directive-mitigate-compromise-solarwinds-orion-network&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603540359%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=at6FQDIQn0dPGsMDTN3aKwLSHovkmzsgmYLnEsYSqkw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.zdnet.com%2Farticle%2Fmicrosoft-petya-ransomware-attacks-were-spread-by-hacked-software-updater%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603540359%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=20Mj665hpNZoaIsfPxIueHGVx%2BoGJKlATaECii%2BDLMo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fvuln%2Fdetail%2FCVE-2003-0746&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603550348%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=m0qSa0pgDe2JUgy4dZj1hF31B8y8O0Lyxx2JnND0Wwo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fvuln%2Fdetail%2FCVE-2003-0746&data=04%7C01%7Cdsamuels%40AHA.ORG%7C1b5e331ace2b4c31c64108d8fdf98f40%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637538595603550348%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=m0qSa0pgDe2JUgy4dZj1hF31B8y8O0Lyxx2JnND0Wwo%3D&reserved=0


Network World: HP Patches OpenView Vulnerabilities 

Health-ISAC: SAP Solution Manager Flaw Weaponized with Proof of 

Concept Available 

Core Security: HP OpenView Buffer Overflows Advisory ID Internal 
CORE-2009-0122 

ZDNet: Microsoft: Petya Ransomware Attacks Were Spread by 

Hacked Software Updater 

Health Industry Cybersecurity Practices: Managing Threats and 
Protecting Patients 

Microsoft Shares CodeQL Queries to Scan Code for SolarWinds-Like 

Implants 

SolarGate CodeQl Queries Github 

Microsoft Blog: Turning the Page on Solorigate and Opening the Next 

Chapter for the Security Community 

CISA Alert (AA20-352A) Advanced Persistent Threat Compromise of 
Government Agencies, Critical Infrastructure, and Private Sector 
Organizations 

CISA Issues Emergency Directive to Mitigate the Compromise of 
Solarwinds Orion Network Management Products 

DHS Emergency Directive 21-01 Mitigate SolarWinds Orion Code 

Compromise 
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