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On March 18, 2021, CISA released Alert (AA21-077A) Detecting 
Post-Compromise Threat Activity Using the CHIRP IOC Detection 
Tool. 

Similar to Sparrow which scans for signs of APT compromise within 
an M365 or Azure environment, CHIRP scans for signs of APT 
compromise within an on-premises environment. 

The CISA Hunt and Incident Response Program (CHIRP) provides 

forensic collection capability assistance to network defenders seeking 
to detect activity related to the supply chain compromises affecting 
SolarWinds and Active Directory/Microsoft 365. 
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The CISA Hunt and Incident Response Program (CHIRP) is a tool 
created to dynamically query Indicators of Compromise (IoCs) on 

hosts with a single package, outputting data in a JSON format for 
further analysis in a SIEM or other tool. CHIRP does not modify any 
system data. 

The initial IoCs are intended to search for activity detailed in CISA 
Alert AA21-008A that has spilled into the enterprise environment. 

Use CHIRP in your organization to: 

 Examine Windows event logs for artifacts associated with this 

activity. 
 Examine Windows Registry for evidence of intrusion. 
 Query Windows network artifacts. 

 Apply YARA rules to detect malware, backdoors, or implants. 

Tools: 

The CHIRP Tool is available from CISA’s Github repository. For 
additional guidance watch CISA's CHIRP Overview video.  

Note: CISA will continue to release plugins and IOC packages for 
new threats via the CISA GitHub Repository. 
 

  

 

  
Reference(s)  
 

youtube, cisa, GitHub, cisa, fedscoop, 
Health IT Security, Bleeping Computer  
 

Report Source(s)  
 

CISA  
 

  

 

  

 

  

Sources  
Bleeping Computer - CISA Releases New SolarWinds Malicious 
Activity Detection ToolCISA - Detecting Post-Compromise Threat 

Activity Using the CHIRP IOC Detection Tool 

CISA - Github 

FedScoop - CISA Shifting Focus to Monitoring the Insides of 
Networks for Cyberthreats 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa21-008a&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837309515%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=%2B2AO8Hhdz9vElgCNqRM69wulPtNYVocW6JXXhjFecas%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fcisagov%2FCHIRP&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837309515%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=rTKRPzpqWP3WIHE7KQR2dUw%2Bx0XKk%2FgKQkNy0M5zBUc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DUGYSNiNOpds&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837309515%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=CHA3gzrcQOWP07Or5inGoEb6307uxVhs2Cr56Yc9fSM%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DUGYSNiNOpds&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837319515%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=FV5gGCzan0JJsStRgulqJMS%2FwhJv%2FgyqB3hCHJsiXfQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa21-008a&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837319515%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=w5smYzacjYTB%2FOGVoTZoPsx5o22KbS3OKAFyKf1x5oY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fcisagov%2FCHIRP&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837329506%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=ZgQzfUlnb9R9yZAnxioZJIiNLaJzsTjn6WXqpzeNDgI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa21-077a&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837329506%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=vgw4V%2ByH1TL3SPQMd%2BGfXOrBlobuUc3Iv0kddVyzyZ0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fedscoop.com%2Fcisa-network-monitoring-after-solarwinds%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837339504%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=yFo7pwvdzOXJky78qcmLrs8kX2u%2FwA%2BhlCu2fj4OePI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealthitsecurity.com%2Fnews%2Fdhs-cisa-shares-incident-response-tool-for-on-prem-threat-activity&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837339504%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=2%2BP1m0d47ChLMO961DNnQGgGQWyZqQn9cLLel5xe5Rc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fcisa-releases-new-solarwinds-malicious-activity-detection-tool%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837349506%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=RxTpDylKzdj5ShD7N1JsFHUczN5aeHzv8hujjiM6ei8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fcisa-releases-new-solarwinds-malicious-activity-detection-tool%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837349506%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=RxTpDylKzdj5ShD7N1JsFHUczN5aeHzv8hujjiM6ei8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fcisa-releases-new-solarwinds-malicious-activity-detection-tool%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837349506%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=RxTpDylKzdj5ShD7N1JsFHUczN5aeHzv8hujjiM6ei8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa21-077a&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837359486%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=ZZnE5KDJYK%2FBL%2FmHFj3dU4MFhZ1s8pQH24JuylQuBMw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa21-077a&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837359486%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=ZZnE5KDJYK%2FBL%2FmHFj3dU4MFhZ1s8pQH24JuylQuBMw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fcisagov%2FCHIRP&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837359486%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=73xoICACJDFf0OchK0u1PZ%2BMCFqcPkXKpJrN6BZjGlo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fedscoop.com%2Fcisa-network-monitoring-after-solarwinds%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837369488%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=s28uPnLq8LafXBLIbf2hOEXSj7SWcJ33sTjZA3Joz7k%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fedscoop.com%2Fcisa-network-monitoring-after-solarwinds%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837369488%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=s28uPnLq8LafXBLIbf2hOEXSj7SWcJ33sTjZA3Joz7k%3D&reserved=0


HealthITSecurity - DHS CISA Shares Incident Response Tool for On-
Prem Threat Activity 
 

  

Alert ID 284a202b  
 

 

 

    

 

  
  

View Alert 

  
Tags CHIRP, Sparrow, CISA, Azure 
 

 

TLP:WHITE Subject to standard copyright rules, TLP:WHITE 
information may be distributed without restriction. 
 

 

For Questions or Comments Please email us at toc@h-isac.org 
   

 

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more update and alerts, visit: https://health-isac.cyware.com  

 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  

 

 

 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealthitsecurity.com%2Fnews%2Fdhs-cisa-shares-incident-response-tool-for-on-prem-threat-activity&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837369488%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=an2wTKi9KaKFCEAa0ZOFdKRptZ33QrbY6P1sSyvTWos%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealthitsecurity.com%2Fnews%2Fdhs-cisa-shares-incident-response-tool-for-on-prem-threat-activity&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837369488%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=an2wTKi9KaKFCEAa0ZOFdKRptZ33QrbY6P1sSyvTWos%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F284a202b&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837379483%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Ec6WYQS8m1V4cccnCoTXFjwIUlKDlT79BnclTwMzJGc%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837389474%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Hh49Gx1g6lsRZ1%2BB5ujESlHb4Q7oyhy7Mlf8HKnpByY%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fitunes.apple.com%2Fin%2Fapp%2Fcyware-pro-for-organizations%2Fid1193942672%3Fmt%3D8&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837379483%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Anh2b0cC4uB26L%2FFhJTj%2FOpvxYEOMc%2BiUBVRJUDUhIo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fplay.google.com%2Fstore%2Fapps%2Fdetails%3Fid%3Dcom.cyware.enterprise.android%26hl%3Den&data=04%7C01%7Cdsamuels%40AHA.ORG%7C29fae1ab247e44d32f5008d8eaeb9424%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637517644837379483%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=ST3TaFOJF%2FIUON6%2BFdocLMiDrHCnuKm7hwRvTsqyRd4%3D&reserved=0

