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Please see the attached weekly threat brief from the HHS Health
Sector Cybersecurity Coordination Center (HC3). This week's report



provides a briefing on additional vectors in the SolarWinds
hack and covers the following topics:

e BLUF: The hack goes beyond Orion

e SolarWinds Orion

e The SolarWinds Hack

e Whatis VMWare?

e December 7th National Security Agency (NSA) Alert
e December 17th NSA Advisory

Krebs on Security and VMW are’s Response
Multi-Factor Authentication (MFA) Compromise
Danger to the HPH Sector

Mitigations
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HC3 Threat Briefing Briefing document and presentation that
provides actionable information on health sector cybersecurity threats
and mitigations. Analysts present current cybersecurity topics,
engage in discussions with participants on current threats, and
highlight best practices and mitigation tactics.

Access the New Health-ISAC Intelligence Portal Enhance your
personalized information-sharing community with improved threat
visibility, new notifications, and incident sharing in a trusted
environment delivered to you via email and mobile apps. Contact
membership@h-isac.org for access to Cyware.

For Questions or Comments Please email us at toc@ h-isac.org

Download Health-ISAC'’s Information Sharing App.
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For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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