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Please see the attached weekly threat brief from the HHS Health
Sector Cybersecurity Coordination Center (HC3). This week's briefing



Is on TrickBot, Ryuk, and the HPH Sector and covers the following
topics:

e Who or What is WIZARD SPIDER?

e Whatis TrickBot?

e What Connects TrickBot and Ryuk?

e What is Ryuk?

e The Future of TrickBot and Ryuk

o Fall 2020 Action Against TrickBot

e Incident Example: Major US Hospital Network

e Incident Example: Ongoing Ransomware Attack Against US
Healthcare and Public Health (HPH) Sector

o Danger to the HPH Sector

o Mitigations

o References

Report Source(s) HC3
Release Date
Nov 16, 2020

Alert ID 4705237d

This Alert has 1 attachment(s). To view or download the attachment(s), click
"View Alert" to login to the web portal.

View Alert

Tags HC3, Ryuk, TrickBot


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F4705237d&data=04%7C01%7Cdsamuels%40AHA.ORG%7Cdf409e0b34a6474aeebf08d88a3a4fc4%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637411330392738750%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C2000&sdata=NokHEjG0PR%2Bupyb3Q1eDpnQFtYjbZKG0l%2B8D3qgO5tk%3D&reserved=0

TLP:WHITE Subject to standard copyright rules, TLP:-WHITE
information may be distributed without restriction.

HC3 Threat Briefing Briefing document and presentation that
provides actionable information on health sector cybersecurity threats
and mitigations. Analysts present current cybersecurity topics,
engage in discussions with participants on current threats, and
highlight best practices and mitigation tactics.

Get access to the new H-ISAC Intelligence Portal Enhance your
personalized information-sharing community with improved threat
visibility, new notifications, and incident sharing in a trusted
environment delivered to you via email and mobile apps. Contact
membership@ h-isac.org for access to Cyware.

For Questions or Comments Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App.
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For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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